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Introduction

TheAlienVaultProfessional SIEM®O is a familyS®egcurityinformationand Event Management
solution(SIEMproducts. SIEM products are designed to pro@demeworkfor control of
information security infrastructures. €hAlienVault Professional SIEM achieves these goals by
integrating an unlimited range of security and network tools into a single management interface.

TheAlienVault professional SIEM is basedhe Open Source Security Information Management
tool (OSSIM), created and developed by AlienVault. This document describes thevAlit
profession SIEM version which includes OSSIM functiomalityell as enterpriskevel performance,
reliability, forensics, reporting, contextual correlation, quality assaeascalability and support

The Technology

AlienVault Professional SIERthnology offers advanced inligencecapable of synthesizing the
underlying risks associated with complex distributed attackkayenetworks. The system

considers the comxt of each threat and the importance of the assets involved, evaluates situational
risk, discoversetwork inventoryand distinguishes actual threats from the thousands of false
positives that are produced each dayewerynetwork.

TheAlienVault Profesional SIEMeatures:

Compliance automation

Low levefreattime detection of threats and anomalous activity
Network, host and policy auditing

Contextual etwork behavior analysis

Forensicdg management

Riskoriented security analysis

Executive and techoal reports

Scalable higiperformance architecture

= =4 =8 4 - 4 -8 -9
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Architecture

Components

In order to integrate and analyze the information generated by every type of application or device
the AlienVaultProfessional SIEM suppodslistributed architecture organigeinfour components as
shown below:

e
cisco

McAfee’

AlienVaultProfessional SIEBhips as family ofapplianceptimized toenable efficiendeployment
and expansionf any sizefrom singleappliance implementations to distributed deployments of
unlimited scale.

Sensors

AlienVault Sensarhave been designed for managsegurity.Each Sensor collects a wide range of
information about its local environment, processes this information and coordinates detection and
response with the rest of the distributed AlienMadeployment. An individual AlienVault Sensor
compilesan arsenal ofecuritytechnology into a single devicthe combined effect of numerous
detection and control pointbeingglobal visibility and compliance managementilable to

operations and exadive staff

AlienVault Sensors are installed on network segraant remote locationgnspect all traffic, detect

attacks through various methods and collect information on attack context without affecting
network performance.
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AlienVaultsensors utize more tharten expert systens that identify attacks along fiwgifferent axes:
9 Intrusion Detection
1 Anomaly Detection
1 Vulnerability Detection
1 Discovery, Learng and Network Profiling
1 InventoryManagement
£ A Sy + I dzf {lecates bofh @iswhaddhighéwn attacksn nearreal time by way of the
LearningEngine and AomalyDetectionintelligence built into the products

Vulnerability [2tection systems discover and identify latent network threats and can correct them
before an attack occurs. Thisanmation, stored by the Management Server, is of vital importance
when an attack is in progress. Prior knowledge of vulnerabilities in systemiticial when assessing
the risk associated with an attack, prioritizing, alerting, and launching countermessasu

The network information gathered by AlienVaBknsorgrovides detailedtatusin near realtime
regardingnetwork usage of eachostandstoresthis data for analysig€very AlienVault deployment
automatically creates a highly detailed usage peafil each element on the netwoikis monitoring

Collectors

AlienVaultCollectors gather the events generated by tléenVault Sensors and any external system
Collectors classify and normalize the events before sending theéhetalienVaultSIEM and.ogger.

In order to support the maximum possible number of applications and devices, coflastbData
Source @Gnnectors élso called CollectioRlugins):

1 Each Connector defindsow events generated by eaalevicewill be collected and
normalized

1 Connetors can be configured using a simple configuration file and regular expressions
to define the format of each type of event

1 The Collector component can be deployed as a standalone system or included in the
Sensor or SIEM applianaEpending on the perfanance need
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SIEM

The SIEM component provides the system with Security Intelligence and Data Mining capacities,
featuring:

Risk Asessment
Correlation

Risk Metrics
Vulnerability $anning
Data Mning
RealTime Monitoring

=A =4 =4 =4 -4 =4

TheAlienVaultSIEMcomponentuses & SQL databasehichstores normalizedhformation, allowing
strong analysis and data mining capabilitidBenVault Professional SIEM is tuned for high
performance and scalability afianymillion events per day.

Logger

TheLogger component storemvents in raw format im forensically secure appliandévents are
digitally signed and stored ensuring their admissibility as evidence in a court afHaviogger
component allows storage of an unlimited number of evdbtforensic purposs

Logged K2 dzf R 60S RSLIX28SR Ay | FlLakKAz2y GKIFI{d SyadaNBa
capable of supporting encrypted communications from the originating device where that device

supports the ability. The OpenVPN client is included with AlienVagidigc@an can be used to

create a secure channel for events from host sources.

Scalabilityand Performance
Distributed Topologies and Load Balancing

For large, distributed networks, multip®EM, Sensor, Collector and Logger components can be
deployed witout limit. The AlienVault Professional SIEM architecture supportsciidlpmizable,
multi-hierarchical multi-tenanteddeploymentssuch that data from hundreds of thousands of
workstations can be easily monitored and synthesized.

Responsibility for aalysis and storage of information can be assigned to different nodes which

report up to a central system that in turn provides a global view of enterprisendton risk at any
given momentrom a single console.
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AlienVault Professional SIEM alloiws both horizontal and vertical load distributiomhis
architectural flexibility also enables highly customizable and scalable management scenarios.

1 Horizontal distribution of security information is useful for high performance agh hi
availability cafigurations
1 Vertical distribution will allow different levg of abstraction and reporting

For example, groups of management servers may be organized to create multiple hierarchies of
management servers. This sort of architecture facilitates monitorfrigrge, distributed networks
and makes it possible to create various levels of correlation and storage.

Each of these hierarchies can then be rolled up into a global view that serves as a central console
from which activity on any part of the networkrcée seen at any timelown to the smallest detail.

Performance

AlienVault Professional SIEM is capable of handling very large volumes of data. The engineering team
at AlienVault has structuretthe system architecture with multipleptimizationsand load

distribution layers so that the AlienVault Professional SIEM now offers 30 times the performance of
OSSIMn eachof its components.
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AlienVault Appliances have been tested in independent laboratories offering the following results:

Comporent Performance per device
SIEM 5.000 EPS

Logger 15.000 EPS

Sensor 1 Gbps

Distributeddeployments have been tested reachitig following performance levels

Component Global Performance
SIEM 200.000 EPS
Logger 1.000.00CEPS
Sensor 100Ghps

High Availability

The systenoffers high availability capatiigs in all the components using the distributed and
balanced configurations as shown previously.

Active-active as well as activeassiveconfigurationsare possible usinpad balancing and healteat
HA configurations.

Role Management and MultTenancy

With the AlienVault Professional SIEM, usempissions can be set based e strong asset
managemenbuilt into the product. The asset structure definessetobjects ranging fronentire
companiedo singlelP addresssor group of hostsThisallows administrators t@asly configure the
systemusingabstractiors as wellallowinga deepspecificityof role managment

User ple profilesare definedto providethree axes of permissions

I Functiohalitiesa usercan access on the system
I Assets thaareaccesible for eachtype offunctionality

This RoleBased management allovtbe separation & duties mandated by regulatory bodidsest
practices andndustrystandards. Managerare providedglobalvisibility while technicianmight only
have access to technical information for specific systdorsexample

Thissystemof controlsallowsthe AlienVault Professional SIEM to fit perfectly into MSSP
environments. Multiple customer environments witkerlapping IP address spaces and strict
confidentiality requirements are easily and verifiably accommodated.
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Reporting

AlienVault Professional SIEMIudes a powerful reporting system. Reports are generated based on
all the informationcollected am generated by the systeincludinghistoricalandreal timedata.

AlienVaultships withover 20 wellcategorizedeports (Availability, Security, Vulnerability Analysis
...) which users cacustomize and duplicate to fir their particular environmentsophisticated

Report Wizard makes dtbc creation of reports of any nature straigiorward while delivering the
granularity of detail and presentation values necessary to meet enterprise and MSSP rRmutyts
can beoutput in PDF, HTML, and Micros@éfiord®© format and delivered via email either by schedule
or manually.

Dashboards

Eachuser accounholderin anAlienVaultdeploymentcan configuréhis or herown dashboard panel
throughthe web interface Gaphs or indicators that are of interest to thuser andare within the
uselQ @ermissiongan be arranged to fit the needs of the environment

A pluginbased system allows users to import and export different objexttsthe dashboard of each
user. The objects in the dashboard can be easihfiguredusing a wizard that allows the following
contentand more

1 Graphs and metrics from a SQL query

{ HTML Content
H-
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Predefined Reports

The system includawnore than D0 of predefined reports class#i into the following categories:

1 Security
o SIEM DB
o Logger DB
o Alarms
Incidents
Vulnerabilities
Availability
Network Statistics

Ticketing system
Network

=4 =4 =4 =4 =4 -8 =9
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Custom Reports

Each useis able tocreateand savehis or herown reports. Any or all of these reportaay or may

not be shared with other users on the systein (i

iKS

dzd SN &

RAAONBUAZ2Y O

choose to share a repoanly with users that belong ttheir department,to everyone in their
company or to thosemonitoring the same assets in the corporation.

The report creation process is simple. The user will also be able to select the time period that will be

included in the report as well as tlpearancef the report.
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Custom parameters
Mame: | Default
Background Color Fareground Color * Clck To Zoom
| _Examinar... |
L - [ * Cely .q¥, .o and .fpg iles
Subtitse |
Restore Original

Left foober: | User: FUSER f #DAY #HOUR
Right footer: Fage #PAGE / S TOTALPAGES

Creating new report Bsigns

If the user needto define subreports and a complete new report style it can be done with Jasper
Reports ETL reporting system included\lienVault

The reporting systems is Based in JaspeQp@n sourceeport engine which generates reports
designal with iReport, displagthem on screen or expasthem in a final format like PDF,
OpenOffice, DOCX and many others.

AlienVault ProfessionaSIEM includes JasperServer to provitie functionalitynecessaryo

manage, schedule, and run the reports; aasitory to store all the report resourcasich asmages,

fonts, data sources and much more; a security service to decide who can execute which report; and a
web services API to execute the reports from external applications (so you can generate neports f
any kind of environment, like PHP or .NET).

When you design a report using iReport you are creating a JRXML file, which is an XML document
that contains the definition of the report layout. The layout is completely designed in a visual way, so
you canignore the real structure of the JRXML file. Before executing a report, the JRXML must be
compiled in a binary object calledlasper file

The reports life cycle is:

Report Desigwith iReports

Reports can be designed from scratch or from one of tla@yrreadyto-use templates that are
available. iReport will assist desigaduring all the phases of the report development: JRXML
design, Jasper compilation, report execution, and document export or visualizahiefigure below
shows the main user ietface components of iReport.

Create the report fromAlienVaultfront-end

Select the template

Select Controls and Resources

Assign the data source

Define the query

Customize the report o=

— = s _a _a _»
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Scheduling

Reports can be scheduled so that ytege generated atomatically at a given time. Once the report

- ml‘)‘({l(n)
‘SRiparam SATextinpat)
$R{param checkbox)
SRi{param hst) SP{UsNInpt}

B

g

1

T TiiIe
i

LRH
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!
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—— Styles

has been created, they can berd to an email address or external repository.

3D Visualization

AlienVault has developed a number of 3D visualization tools, vithictplements as specific projects

F2NIKYRQa{{t Qaod
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SIEM

Responding effectively and on a timely basis to threats requires the analysis of an enormous number
of events collected continuously. Without an automated tool to hetgerprisefind patterns, filter,
cleanand analyze all the data that form the context of an attack, the task of protecting the
organization becomes exceedingly complex, tisoasuming and resource intensive. The AlienVault
SIEM solution provides intelligence through continuous collection, lzdioe and analysis of events

from multipledata sourcesvhich it then analyzes argither prioritizes or rules out as a possible

attack.

Intelligence

I £ A Sy +I dzf i &éels hopripex situatiBroayialySls. Four levels of correlation combine with
nearreaktime risk assessment for each event receiyedvides a powerful engine for extracting
tactical and strategimformation. The AlienVault correlation engine is able to track complex patterns
and includes in its analysis all the variables thdingecontext These includevulnerabilityof

targeted assetgdegree of anomalyn associated traffic over time; current and historical network
status;service availabilitynetworkinventoryand topographyand value of the assets involved.

Attack Vulnerability Notwork Invent . -
MCo«olnlm Corrolation W

Falso Positivos

Discoveing and tracking new patterns is fundamental to the task of identifying the distributed or
abstract attacks that classic detection systems nAssumber of powerful threat mitigation tactics
are made possible through the correlation of context data. Fangple, combining knowledge of
known vulnerabilities, inventory and asset valugh network data allows for filtering out attacks
that will not affect a targetprioritizing attacks involvingnownvulnerableserviceandfor

monitoring the status of a netork subject to a denial of service attack.

Risk Assessment

This understanding of context informati@lows the AlienVault Professional SIEM to maintain a
highlyaccurate risk assessment. Decisions made concerning immediate threats must always be
performed on the basis of thorough analysis of risk parameters such as the asset value at risk, the
nature and degree of the threat to which it is subgdtndthe reliability of the data used to identify
the attack.Risk assessmestperformed to this levealllow for differentiation between

an attack on aritical systemand one targeting a developmesystem. H-
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Correlation

AlienVault Professional SIEMIudes a powerful correlation engine whiplrformsanalysis of
billionsof events. The purpose of the colation engine is to reduce this torrent of information into
a manageable number of actual incidents that reqitenanoperators and to offer detailed
information on those to the operator

In the process of performing their function, IDS and other sgcdgvices create aanormous
volume of falsepositive indicators 2 A § K (2RI 8Q& TEun GKNBIG f1yRaol L
human operator to manually react to each of these, therefore real compromises are overlooked.

AlienVaultcorrelation directies checkhese eventdy looking for evidence teerify if they are real
ornotb . & RSTldzAdG ¢S IAGS | t2¢ OFfdsS G2 GKS awSt A
grow as far as the checlsthin the correlation engingroducepositiveresults

After a possible Trojan or exploit attemor example, a coelation directive will check if aattack
response signature is produced by the attacked hibstill also check if the channel persists innes
of time or transmitted datand if the atta&ked machine behaves anomalously duringfiieowing
hours. As ach of tresechecks beconmpositivell KS & & a i S Yal it iddéaliny Bityl & rédak
attackis increased At configurable thresholds, the system creates an Alarm and presents the
human operator with the details of the incident.

AlienVault Professional SIEM uses three forms of correlattmrelationdirectives are executed
usingLogical Correlatiorinventory Corelation and Cross Correlati@me also veryefficient false
positive Kkllers on the data landscape. These three methods are described below.

Logical correlation

The primary purpose dfogical Correlation is tetermineif a security event iaccurateor whether
it is a false positiveOf millions of events a dagn an aveage networkalmost all of thenwill befalse
positives.

Alien\t dzf Ldg@ea Correlation engine features:

9 Hybrid source, accepting both pattern input from detectors and indicator input from
monitors

1 Recursive architecturéhe outputof the correlation process igvents whichare correlated
again by other Correlation Directives

9 Hierarchical distributed architecturedefinen levels of correlation in a distributed topology

i Flexible objecbriented and time range definitions for each directive stage

1 Implemented byCorrelation Directiveghich implement a tree of logical condition nodes

The system includes more than 500 preSetrelationDirectives. DailyCSSR FTNRY ! t ASy+1I d
Vulnerability Research Teampdatesdirectiveswith intelligenceon currert attacks.

Userdefined Correlation Directivesre easilycreated using the interface, either by
duplicating and modifying existing Directives or from scratch based on live context H-
from the installed environment
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Crosscorrelation

Cross Correlation alvs AlienVaultto prioritize or deprioritizeevents for whichargets areor are not
vulnerableto by correlatinginformation from Detectors and Vulnerability Scanners.

Inventory correlation

AlienVaulf2 Inventory Correlation checks if the attacked maehuses tle OS and/oiservicefor
which the attack islesigned Where an attacked machine uses the OS or service it can be confirmed
that a risk exists, if rtat canbe confirmed that the event is a false positive.

Daily Feed Subscription

The AlienVaulProfessional Feed helps your organization stay up to date with the latest enterprise
threats through the expertise of the AlienVault VRT (Vulnerability Research Team), a group of
security experts that analyze and respond to the latest trandssk

Sulscribers to the Professional Feed receive immediate access to:

Certified Correlation Rules: The newest certified directives as soon as they are released.

Predefined Policie€ach designed to address requirements common to humerous enterprise

scenarios

I Canpliance Requirements: Intelligence that facilitates compliance withIBOI12700&nd
otherregulatory processes

9 Cross Correl@n and Inventory Correlationpdates

1 Priority and Reliability pdatesfor new and old plugns

I Feed Support: Answers to yoguestion quickly and easily

1
1

Real TimePolicyManager

Using policies iklienVault Professional SIEMs possible teasilytune system behavioand create
exceptions appropriate to a given environme@perators are able for any specific eventto:

Cdculate a risk for the event

Correlate the event

Forward the event to another server

Executean action (end an email, run a commansd X
Store the event

=a =4 -4 -8 -9

For examplethe system can beonfigurel so certain events will onlge stored for a givertime and
soother eventswill have greater importance when they ocdarrelation toa specific machine.
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Collection

AlienVault SIEM collects and analyzes logs coming from Alier8&ndor®r from any number or
type of network devices such as firewalls, IPStexsuand switches, operating systems or
applications.

Distributedhierarchicakollectionarchitectures can be deployeduch that data from hundreds of
thousands of workstations can be easily monitored and synthesized. Responsibility for analysis and
storage of information can be assigned to different nodes which report up to a central systaoh

in turn provides a global view of enterprise information risk at any given moment.

Methods

The system can collect evenising one of the following methods:
Syslog and Sysleng
SNMPv2 and SNMPv3
Opsec

HTTP

SQL, ODBC

WMI

FTP, SFTP

Socket Unix

Plain log

SSH

Rsync

Samba

NFS

SDEE, RDEP
OPSEC, CPMI
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The modularity of the system allovier easy implementation of any other collection
method.
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