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1 Overview
1.1 OSSIM Agent Role
1.1.1 Event Collection
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1.1.2 Event Normalization
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1.2 OSSIM Server Role

1.2.1 Event Enrichment
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1.2.2 Policies and Actions
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1.3 The Configuration Workflow
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2 Configuring Detector Plugins
2.1 Rsyslog
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2.1.1 Configuration File
1

2.1.2 Listener Configuration
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2.2 OSSIM Agent Configuration

2.2.1 Configuration File
(I I

2.2.2 Parameters
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2.3 Detector Plugin Configuration

2.3.1 Configuration Files
11 1 I

2.3.2 Common Event Types
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2.3.4 Using Local (Plugin) Variables
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2.3.5 Using G lobal (Agent) Variables
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2.4 Aliases

2.4.1 Path
I

2.4.2 Predefined Regular Expressions
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2.5 Functions

2.5.1 Path
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2.5.2 Conversions
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2.5.3 Application Specific Translations
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2.6 Event Fields
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2.7 Rules
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2.7.1 Evaluation Order
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2.7.2 Structure
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2.8 Loading Plugins
2.8.1 Priority and Reliability values
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2.8.2 SQL Statement
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2.9 Plugin Activation

2.9.1 Activate the Plugin on the Server Side
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2.9.2 Activate the Plugin on the Agent Side
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5 Appendix

5.1 Regular Expressions
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5.2 Configuration Example
5.2.1 Scenario
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5.2.2 Write a script to monitor the “last” status
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5.2.4 Collect the logs in a new log file
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5.2.5 Restart “rsyslog”
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5.2.6 Check whether the new entries are written in ~ the new log file
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5.2.7 Create a plugin file
@ 111 ;
\\! "
W H@<
\ @
C3+4 650D
H F<
C D
F
F
F
[+
[ GLL 111 GwWWwWI I #AB"
[ FL1I
Fl Il H
[
[
H F
F
F
F
F
F
I
cCx # ' %D
[1 & @-@& , 5%$% H+Q)"5+@ W 1] & @-
H F
JFGX7U"V  W7STSTSTSTSS @SS @S $BFV WCXS DT8S T5%$% H+Q )'5+@
WST7U"V  WCXSDT8ST7U'V W ST8ST7UNW WL L88NG

FSH4%$7 # 8




vault s

FY ,H 7N8Z
H F
FYN z
HFY 7N 8z
FYN zZ
FY : 7N 8z
/IFYN  Z
&YN H Z

cC* # ' D

[1 & @:@& , 5%$% H+Q)"5+@ W 1] & @24 @ /7@ .8

H F
; FGX7U"VY  W7STSTSTSTSS @S S @S $83V WCXS DT8S T5%%$% H+Q )"5+@
WS T7U"V WCXS DT8S T7U"V W ST8ST7UW W L88NG
FSH4%$7 # 8
FY ,H 7N8Z
H F
FYN Z
HFY 7N 8z
FYN Z
FY : 7N 8z
/IFYN Z
&YN H Z

C* [# 6 ' #(D
[1 & @ @&< , 5%$% H+Q)"'5+@ W [ . 1] & @
H F
'FGX7U'"V  W7STSTSTSTSS @SS @S $BSV WCXS DT8S T5%$% H+Q )"5+@
WS T7U"V  WCXS DT8S T7U"V WCXS DT8S TWSW9&8S T7U'V  H WL L8
FSH4$7 # 8
FY ,H 7N8Z
H F/
FYN  Z
HFYN Z
HFY 7N 8z
FYN Z
FY : 7N 8z
IFYN  Z
&FYN H Z

c- &# 6 ' # D
[] &<@/@2 , 5%$% H+Q)"5+@ W I/ 1] &<@/
H F
'FGX7U'V  W7STSTSTSTSS @SS @S $BSV WCXS DT8S T5%$% H+Q )"5+@
WS T7U"V  WCXS DT8S T7U"V WCXS DT8S TWJ'V 8ST7U'V H WL
FSH4$7 # 8
FY ,H 7N8Z
H F/
FYN Z
HF.
HFY 7N 8z
FYN Z
FY : 7N 8z
IFYN  Z
&YN H Z

8NG

L88NG




S vault

! " # 3
C* :#6 # ("D
[1 &<@-@: , 5%$% H+Q)"'5+@ W | . 1] &<@-# <@ -7@8
H F
. FGX7U"V

W7STSTSTSTSS @SS @S $B$YV WCXS DT8S T5%$% H+Q )"'5+@

WS T7U"V WCXS DT8S T7U"V WCXS DT8S TWS{9&8S T7U"'V  H W L88NG
FSH 4%7 # 8
FY ,H 7N8Z
H F&
FYN A
HFYN Z
HFY 7N 8z
FYN Z
FY : 7N 8z
/FYN Z
&YN H Z
C* -#6 ' # D
[1 & <@/I@:- , 5%%$% H+Q)"5+@ W | 1] &<@/I# <@ 17 @ 8
H F
i FGX7U"V W7STSTSTSTSS @S S @S $8B%YV WCXS DT8S T5%$% H+Q )"'5+@
WS T7U"V WCXS DT8S T7U"V WCXSDT8S TWJ"V 8ST7U'"V H WLBBNG
FSH 4%7 # 8
FY ,H 7N8Z
H F&
FYN VA
HF.
HFY 7N 8z
FYN Z
FY : 7N 8z
/FYN Z
&YN H Z

C* .#* 3 D
[] & @:@< , 5%$% H+Q)"5+@ W -1 -

)) &l@: # @ T T-@1/8
H F
; FGX7U"V W7S'TSTSTSTSS @SS @S $83FV WCXS DT8S T5%%$% H+Q )'5+@ W  L88NG
FSH4$7 # 8
FY ,H 7N8z
H F:
FY : 7N 8z
FYN Z
/FYN z
&FYN H Z

C* <<# D

[1 K
H F
'FGX7U'V  W7U'"V WSTSTSTSTSS @S@®S S8S T7U"V WCXS DT8S T5%$% H+Q )"5+@ L88NG
FSH4$7 # 8
FY ,H 7N 8z
H F<<
FY : 7N 8z
FYN Z

IFYN H Z




= alienvault !

5.2.8 Register the Plugin with the OSSIM Agent
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5.2.9 Register the Plugin with the OSSIM Server
; '=5 ;
@ 1 11 # EI | [ E; E
$ "
@O[ KXSCKI I I | l;
c* # ' % D
c* # ' D
c* /[# 6 ' #(D
C* &# 6 # D
C* :#6 ' #("D
C* -#6 ' # D
c* .#* 3 D
C* <<# D
* H E '=5
%"() 3 B "
> ?
## H@<
3+5+0+ 4*9%) 1A+*+ FG< G\
3+5+0+4*%) H H FG< G\
('+*0 (0% 7 89 56+ 7< K+, K K6 K8\
(+*0(0% H 7 H H H 8956+ 7< 655 655 K5 @'
K ::8\
('+*0 (0% H 7 H H H 8956+ 7< 655 655 Kb @'
K ::8\
('+*0 (0% H 7 H H H 8956+ 7< / 655 655 K5 @"
K /:8\
(+*0(0% H 7 H H H 8956+ 7< & 655 655 Kb @"
K /:8\
('+*0 (0% H 7 H H H 8956+ 7< : 655 655 K' @
i K ::8\
(+0(0% H 7 H H H 8956+ 7< << 655 655 K5 @ $
K 8\
"@ (€ @
@ 1 11 # EI | [ ;+ Ea #




= alienvault

5.2.10 Check whether the plugin was successfully re  gistered
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5.2.11 Restart the OSSIM Server
@O[l I | #

5.2.12 Restart the OSSIM Agent
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5.2.13 Check whether Events and Alarms are received




