
AlienVault Professional SIEM Solutions

AlienVault Professional SIEM with 5D Threat Control™, secures your environment, 
automates compliance reporting, and facilitates monitoring & troubleshooting of 
threats, vulnerabilities, and anomalies in your network and systems.

Products

AlienVault Professional SIEM
AlienVault’s SIEM provides management tools for 
making sense of vast amounts of data; for rapidly 
analyzing and responding to immediate threats; and 
for gaining visibility into and addressing risks that 
apply to the organization.
AlienVault’s SIEM collects and analyzes logs coming 
from AlienVault sensors or from any number or type 
of network devices such as firewalls, IPS, routers and 
switches, operating systems or applications.
The AlienVault SIEM solution provides intelligence 
through continuous collection, correlation and 
analysis of events from multiple, distinct data sources, 
which it then analyzes and prioritizes or rules out as a 
possible attack.

AlienVault Sensor
AlienVault Sensors capture network and system 
information in real time, and send it to the central 
Management Server where the data is analyzed to 
assess immediate threats and risk, filter out false 
positives, and locate false negatives that other security 
devices and software on the network cannot detect.
AlienVault Sensors not only capture data, but can be 
tasked as sophisticated attack detection components. 
They come with several attack detection systems, 
audit systems, and context learning systems (network 
profiles, inventory, availability), all of which are 
seamlessly integrated. 

AlienVault Logger
The AlienVault Logger collects data in its native format, 
digitally signs and time-stamps the data, and securely 
stores it preserving data integrity. Whereas the SIEM 
database is designed for the rapid and versatile 
analysis required for attack detection and response; 

AlienVault Logger allows storage of large volumes of 
data while ensuring its admissibility as evidence in a 
court of law. AlienVault Logger provides an additional 
database specifically geared for massive, long-term 
forensic archiving.

The AlienVault solution has been specially designed to facilitate security management of large, 
distributed networks. It provides a complete solution from low level detection to high level reporting. 

 Global risk monitoring and management 
from a single pane of glass.

 Secure any environment with unparalleled 
customizability.

 Facilitate network and security 
troubleshooting.

 Automate and customize compliance 
reports and dashboards.

 Professional Services offered by the 
creators of OSSIM.

Highlights
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Technical Specifications

AlienVault PROFESSIONAL SIEM AlienVault SENSOR AlienVault LOGGER

DR18 QR23 TR1000 DR18 QR23 TR1000 L2500 L7500 L15000

SIEM Performance

Max EPS 500 2500 5000 — — — 2500 7500 15000

Throughtput — — — 100 Mbs 500 Mbs 1 Gb — — —

SQL Storage 
(Concurrent Events) 2 MM 10 MM 20 MM — — — — — —

Case FormFactor

Chasis 1u 1u 1u 1u 1u 1u 1u 1u 2u

RAM

Installed 8 GBytes 8 GBytes 16 GBytes 8 GBytes 8 GBytes 16 GBytes 4 GBytes 4 GBytes 8 GBytes

Up to 8 GBytes 32 GBytes 32 GBytes 8 GBytes 32 GBytes 32 GBytes

LAN Ports 1Gbit

Internal PCI Express 2 2 2 6 6 6 2 2 2

PCI Express Card 4 (optional) 4 (optional) 4 (optional) – – – 1 Lan or FC 
(optional)

1 Lan or FC 
(optional)

1 Lan or FC 
(optional)

HDD

Raid no no yes 0,1,5 no no yes 1 no yes 0 yes 10

Sata II 1x500 GB 1x1 TB 4x1 TB 1x500 GB 1x500 GB 2x500 GB 1x1 TB 2x1 TB 8x1 TB

Processor

Quantity 1 1 2 1 1 2 1 1 2

Processors Intel Core 2
Quad Q8200

Intel Xeon
Quad Core 5410

Intel Xeon
Quad Core 5410

Intel Core 2
Quad Q8200 

Intel Xeon
Quad Core 5410

Intel Xeon
Quad Core 5410

Intel Core 2
Quad Q8200

Intel Xeon
Quad Core 5410

Intel Xeon
Quad Core 5410

Power Supply

Power Supply 300 Watt 560 Watt 650 Watt 300 Watt 560 Watt 650 Watt 300 Watt 560 Watt 650 Watt

VAC 100-240 100-240 100-240 100-240 100-240 100-240 100-240 100-240 100-240

Redundant no no yes no no yes no no yes

The Appliance Features

Professional Functionality
 Supports hierarchical, distributed architectures.
 Massive forensic archiving for regulatory com-

pliance audits.
 PCI, ISO 2700x, etc. reporting modules.
 Redundancy and high availability for critical 

environments.

Stability and Reliability
 Preinstalled security and compliance directives.
 Online data feed for continuously updated 

directives, plug-ins, IDS and scanning rules.
 Hardened OS and Applications.

High Performance
 64 bit architecture.
 Enhanced server providing 20 times the perfor-

mance of OSSIM.
 Enhanced database for a 30-fold performance 

improvement.
 Tuned operating system and kernel.
 Network optimization for high load network 

capture.


