alienvault MSSP solution
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AlienVault Team has developed and deployed OSSIM MSSP and SOC Solutions at very different
sectors during the past 5 years, in many cases being the only option since it’s the only fully
integrated Managed Security open source solution at this moment

An attractive Business Model

Most ISP’s and Telecom Operators have tried to build a Managed Security Service in order to
give added value to their customers while opening a new revenue stream, but almost all gave
up after finding two difficulties in the business model:

e High Initial license Cost and hard integration of different products
e Low profit because of license costs for each new customer

These difficulties are surpassed thanks to the two main OSSIM strengths:

e OSSIM is 100% integrated and easy to deploy
e (OSSIM is based in open source greatly lowering costs

As a consequence the building of MSS services becomes possible and attractive because of the
low initial inversion and the profitability of the business model.

The AlienVault MSSP Solution

The AlienVault MSSP Solution covers all the technical, deploying, service and business
development needs to build a Managed Security Service Provider.

The plan includes the 4 different phases in an MSSP implementation:

Service Definition Cost Plan

OSSIM consultant helps you ‘ ‘ A detailed cost plan implementing all
defining potential customertypes . technology costs and personnel with
matching SOC services resulting on customer growth in a single model
HR & hardware measurement .

Product Catalog Organization & Deployment
Definition of products, segmentation AlienVault will define a Topology,
and prices according to the service Deplyment plan, Organization of the
definitionand cost detail MSSP and can provide OEM
customized appliances with the
customer's look & feel and logo
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AlienVault MSSP Solution

AlienVault MSSP Solution implies a complete knowledge and technology transfer for
organizations to build an MSSP. The initial assessment is developed in 4 chapters.

1. Service Model Definition
Functionalities analysis
Service requirements
Service catalog
Topology
Architecture

2. Cost Plan
e Dimensioning
Hardware & Software costs
Services costs
Scalability
Cost Plan

3. Product Catalog
e Product Definition
e Product Dimensioning
e Product Pricing

4. MSSP Organization & Deployment
e Organization & Role definition
e Operation and Maintenance proce{
Procedures
e Report definitions
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OEM Infrastructure

AlienVault Technology includes SIM, SEM, and UTM and can be offered by MSSP in an OEM
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model customized with the customer image and dimensioning needs.
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Please contact commercial@alienvault.com to get more details about the program
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