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WHAT IS OSSIM? In three phrases:

- VERIFICATION may be OSSIMs npbst valuable contribution at this tinme. Using
its correlation engine, OSSIM screens out a large percentage of false
posi tives.

- The second advantage is that of |NTEGRATION, we have a series of security
tools that enable us to perform a range of tasks from auditing, pattern
mat chi ng and anonaly detection to forensic analysis in one single platform W
take responsibility for testing the stability of these prograns and providing
pat ches for themto work together

- The third is RISK ASSESSMENT, OSSIM offers high level state indicators that
allow us to guide inspection and neasure the security situation of our network.

* DI STRI BUTI ON

- OSSIMintegrates a nunber of powerful open source security tools in a single
di stribution. These include:

- Snort

- Nessus

- Ntop

- Snortcenter

- Acid

- Riskneter

- Spade

- RRD

- Nmap, POf, Arpwatch, etc..

- These tools are linked together in OSSIMs console giving the user a single
i ntegrated navigation environnent.

* ARCHI TECTURE

- OSSIMis organized into 3 |ayers:
Sensors
Servers
Consol e

- The database is independent of these layers and could be considered to be a
fourth I ayer.
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Sensors
- Sensors integrate powerful software in order to provide three capabilities:

| DS
Anomal y Det ection
Real time Monitoring

- Sensors can also perform other functions including traffic consolidation on
a segnent and event normali zation.

- Sensors communicate and receive orders from the server using a proprietary
protocol .

Server

- OSSIMs server has the foll owing capabilities:
Correl ation
Prioritization
Online inventory
Ri sk assessnent
Nor mal i zati on

Consol e

The <console’'s interface is structured hierarchically wth the follow ng
functi ons:

Control Panel

Ri sk and usage nonitors

Forensi c consol e

The Configuration Franmework

Dat abases

- OSSIM uses an open interface that gives it the ability to comunicate with
any SQ. dat abase

- The distribution uses Postgress or Msql as its open source relational
dat abase

Communi cati on Prot ocol

- The protocol used for comuni cati on between server and sensors is proprietary
and utilizes a TCP port.

- Wth this protocol, the user can activate, configure, request and receive
data fromthe sensors.

- This protocol includes all of the functionality of IDMEF, it even adds an

option for on-demand queries from the correlation engine to the nonitors,
sonetinme in the future it will be |IDVEF conpliant.

* NORMALI ZATI ON & AGGREGATI ON

- OSSIMis currently able to read alerts from
Snort
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Real Secure

Spade

Any data from NTOP
Firewal |l -1

| pt abl es

Apache

IS

Cisco Routers

Uni x Servers

- Normalization is performed with a configurable parser using XML files. Adding
new agents can be acconplished in a matter of hours.

- Information from each detector is nornmally sent to the nearest sensor using
native delivery capacity. OSSIMallows delivery using the follow ng nethods:
. Snmp
Sysl og
Rawsocket s
SQL
OPSEC

- Aggregation between sensor and server is executed using OSSIMs proprietary
pr ot ocol

- If encrypted communications and authentication is required, it can be
establ i shed using tunnels at the application level, typically ssh or ssl.
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* FUNCTI ONALI TY
| DS

- OSSIM includes snort, although it is capable of receiving and saving alerts
from ot her | DSes

- Snort is configured and paranetered for nmaxi num perfornmance, we al so include
a nunber of our own alerts, especially ATTACK- RESPONSE al erts, since they allow
CSSIMto verify attacks, which is one of its main objectives

Anormal y Det ecti on

- OSSIMincludes three types of anonaly detection:

« Connections that are anonmalous in origin or destination (ex: abnornal
connection to an open port)

« Use data that is anomalous in relation to a threshold (ex: nore than
100k throughput by host H)

« Anomalies in data with periodic tendencies learned using the holt-
winters forecasting algorithm (as it learns the algorithm adjusts
thresholds, for exanple high traffic during office hours and |ow
traffic on nights and weekends)

- Anoralies can be correlated to identify malicious use or behavior (ex: a worm
that sends 300% nore traffic, makes 400% nore connections, and a nunber of
abnormal connections to nachi nes and ports).

- Abnormal behavior can in turn be correlated with pattern alerts, thereby
provi di ng much superior detection and verification.

Correl ation
- OSSIM has a powerful correlation engine that can

1. Correlate an alert according to the version of the affected product and
operating system (If the attack affects an Il1S-Wndows machine, it is
di scarded if the target is Apache-Li nux)

2. Correlate snort with nessus (if there is a possible buffer-overrun and
nessus determ nes that we are vulnerable, the alert is prioritized)

3. Define logical directives for sequences of events that can correl ate:
a. alerts
b. anomali es
c. states by queries to nonitors

- To achieve the above functionalities OSSIM also enploys the follow ng
processes:
« Online inventory M ntenance
« Mintenance of alert-version and alert-vulnerability relationship
tabl es
« Real tine nonitor querying
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- As a result correlation becones a powerful tool for VERI FICATIQON, and
identifies a high percentage of false positives generated by an IDS. Let’'s take
a |l ook at sonme exanples of the correlation process:

Verification of an intrusion attack:
Wait for attack responses
Verify the existence of persistent sessions
Verify connect - back
Verify anomal ous behavior of the target follow ng an
attack

Verification of a denial of service attack:
Verify that service is down (using nonitors)

Verification of web attacks:
Verify negative response fromweb server
Verify positive response
Verify error response

Etc

(For a nore in-depth ook at this subject a paper specifically on correlation
wi || soon be published.)

Prioritization

- Prioritization provides the systemwith the follow ng information:
« VWhat is inmportant for security (assessnment of assets)
« Wiich origins we should be worried about
« \Which destinations we should be worried about

- The relationships anong these data are laid out in a policy, simlar to that
of a firewall, in which we can configure, for exanple:

« |If the attack originated from the Internet and goes to the internal
network, it should be prioritized

« If the attack is <carried out against a printer it should be
deprioritized

« If the alert is a known configuration error for the network it should
be deprioritized

« FEtc.

- The policy allows us to define objects, groups of objects, ranges of
directions, etc.

I nventory

- OSSIM can automatically and instantaneously inventory the foll owi ng network
i nformati on:

« QOperating system

- Mac address

« netbios nane, DNS

« (Open services

« Products and versi ons of open services

e Various data on use (traffic/connections/tinme of day) found in the

Usage Monitor's database
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- This information is collected both passively and actively (listening and
aski ng) using various specific prograns.

- OSSIM can detect changes in any of the above paraneters and send anomaly
alerts if configured to do so

For ensi ¢ Consol e

- OSSIM utilizes an extension of Acid for its Forensic Console, this console
allows us to exploit the event database (EDB) collected through the process of
normal i zati on.

- Using Acid OSSIM allows us to store and exploit other events besides those of
snort, as nentioned earlier (Firewall-1, Cisco, Apache, etc).

- The nodification nade to Acid enables it to store and search the follow ng
types of data that are not nornally included:

Accurrul ated risk to the host at the nmonment of an attack

I nst ant aneous ri sk represented by an alert

Val ue of the asset at the nonment of the attack

Reliability of the event assigned by the correl ati on engi ne

- OSSIM allows us to automate administrative tasks for cleanup and creation of
hi stories in order to inprove perfornmance.
Ri sk Moni tor

- CSSIMincludes a nonitor of “accurnul ated risk" called Ri skneter that utilizes
a scoring algorithmcalled CALM (see “OSSIM Ceneral Description”).

- This monitor offers a real time indicator of the security situation of a
host, a network, a group of nmachines, or even the gl obal security situation.
The indicator distinguishes between whether the nmachine nay be conpronised (or
behaves |i ke an attacker) or nmay be under attack.

- The nonitor can graph this indicator over tine, send alerts according to
defined thresholds, and use themfor correlation in |logical directives.

Audi ti ng

- OSSIMintegrates Nessus for auditing.

- Using Nessus we can obtain a vulnerability index, i.e. the state of network
vul nerability, which can be used as an objective or technical assessnment of

security.

- Vulnerabilities are stored and correlated to prioritize and discard attacks
identified by the |IDS
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Usage Monitor

- OSSIM includes NTOP, a nonitor that collects all traffic data via passive
listening and creates a use profile for each nachi ne.

- This information is stored in circular databases that enable us to save
detailed information for a long period of tine, for exanple: byt es
sent/received, bytes by service, throughput, connections nmade, tine of day,
etc.

- The nonitor can make graphs of each item send alerts according to defined
threshol ds, and use the data for correlation in |ogical directives.

- OSSIM links this information to security information in order to query them
jointly.

Control Panel

- OSSIM integrates, summarizes, and links together all of the above tools in a
singl e Control Panel.

- Its purpose is to enable the user to analyze and interrelate information from
the npst abstract to the nmpst concrete.

- The control panel allows us to create reports with information cross-
referenced fromthe various tools that nmake up OSSI M

- This control panel should be nodified and personalized for each organization.
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