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1. Introduction

The purpose of this document is to provide a layman's understanding of howQpearsé&ource

Security Information Management (OSSIM). Although OSSIM can suppoytlaage networks,

it can be used in small and hofbased networks. Even small and heased networks require
protection from attacks from the Internet. Normally your network serprovider or Internet
Service Provider (ISP) does not provide any type of Intrusion Detectigmotection of your

Internet connection.

Since OSSIM is Open Source, potential customers are usuallydbeny using Open Source or
free software because of the lack of documentation, which retateigtier implementation and
operating costs. Hopefully this will aid in the implementation and supgo@SSIM in your
large, small or hombased network.

If you are new to OSSIM then | would recommend that you read the following in the order below.
All can be found at: http://ossim.net/docs.php

OSSIM Fast Guide

OSSIM- General System Description

OSSIM Console Configuration — this one.

Install it! If on FC2 use this Installation Guide.

Users Manual by Kevin Milne to configure OSSIM.

A Practice of OSSIM.

Correlation engine explained (RPC DCOM example)

Correlation engine explained (Worm example)

ONOOR~WNE

If you have trouble with some of the terms, look in the attached Glossary.

2. Overview

OSSIM provides a central management console to provide system andknaterorand alarm
management. The strength of OSSIM is its ability to correlate attacks betareeus sensors like
Snort, Arpwatch and NTop. This correlation helps eliminate falseiymgilarms and provides a
better perspective of attacks.

OSSIM can read and correlate Alerts from:
Snort,
Real Secure,
Spade,
NTop,
Firewall1,
IPtables,
Apache,
IS,
Cisco routers,
Unix servers.

OSSIM Console Configuration Version 0.9.7 5



3. Description of Components
The following is a description of the components that are used in OSSIM.

Component | Purpose Description

ACID Console Analysis Console for Intrusion Databases (ACID) or Management| and
Reporting Console for Snort logs.

ArpWatch Detect Program that discovers the MAC Address of a network interface.

Hosts Network Computer asset you're trying to protect.

Nessus Scan Software that scans a computer and provides a report that inclute® sys
information and potential system vulnerabilities.

Network Network Either the External Network (the Internet) or an Internal Netwioak your
internal systems are connected to and Network Assets that yayiagetd
protect.

NTop Monitor A program that monitors network traffic between computers.

OpenNMS Monitor Software that monitors computers and reports uptime and availabiljty of
hardware and software components.

OSSIM Correlate | Correlation and Management Console

RRDTool Detect Round Robin Database Tool collects time series of network packets in
Round Robin fashion.

Sensor Detect Software that runs on a computer that monitors traffic and actarity
usually with Rules can detect attacks and define the type of atthell.
components were installed on one Host, then this Host would be a Sensor.

Snort Detect Networkbased Intrusion Detection System that can act as a network sniffer
and packet logger.

Snortinline® | Block A program that blocks access on the Host if a specific actioetected
based on a Snort rule.

Snortsam Block A program that will take action on a port or IP address based on &edadi
Snort rule. Usually to block or drop the IP address and/or port. Sngrtsam
can support sensors on various devices including Cisco routers, Firewall 1,
Checkpoint and IPtables on Hosts.

Spade Detect Statistical Packet Anomaly Detection Engine (SPADE) is a pogsisor for

Snort that detects general packet anomalies.

! Currently not implemented in OSSIM but being cdeséd.

OSSIM Console Configuration

Version 0.9.7 6



3.1.1. OSSIM Web Interface Components

OSSIM is accessed through a web interface. The following outlines the OSSIM w&drete

3.2. Top Level

Cantral Panel
| 1 1 1 1 |

‘ Metrics ‘ ‘ Alarms ‘ ‘ Alerts ‘ ‘ Wulnerabilities ‘ ‘ Anormalies ‘
Poli |
‘ ey | | ] |
‘ Palicy ‘ ‘ Hosts ‘ ‘ Metwarks ‘ ‘ Sensors ‘ ‘ Signatures ‘ ‘ Iginleoli[:i;ﬁ‘ity ‘ ‘ Ports
‘ Reports I
‘ Host Report ‘ ‘ Security Report ‘ ‘ Incidents ‘ TOp Level Menu
‘ honitars I l l ]
‘ Session ‘ ‘ Metwork ‘ ‘ Availability ‘ ‘ Riskmeter ‘ Flgure 1
Configuration |
| cont ! | | | | |
‘ hain ‘ ‘ Users ‘ ‘ Diractives ‘ ‘ Carrelation ‘ ‘ RRD Config ‘ ‘ Host Scan ‘ ‘ Riskreter
‘ Tools I 1
‘ Scan ‘ ‘ Backlog ‘ ‘ Rule Viewer ‘ ‘ Backup ‘

Logout

OSSIM consists of six tefevel sections:

1. Control Panel — provides:
Metrics of global, networks and hosts of compromises and attacks;
Alarms;
Alerts from Snort through the ACID console;
Vulnerabilities which are the Nessus scans; and
RRD Anomalies and Operating System (OS) and network card (MAC) changes.

2. Policy — provides the ability to:
Add and reload Policies;
Add, modify and delete Hosts, Networks, Sensors, Signatures, Ports and Port Groups;
Reload all of the above into the OSSIM database;
Change the Priority & Reliability settings for Plugins.

3. Reports — provides:
Detailed Host Reports;
Top-Level Security Report and Graphs.
Incident Handling ticketike system.

OSSIM Console Configuration Version 0.9.7 7



4. Monitors — provides:
Network traffic statistics provided by NTop;
Availability provided by OpenNMS;
Riskmeter graph of Global, Networks and Hosts.

5. Configuration — provides:
- Add, modify and delete users and change their permissions.
Reload of all policies, hosts, networks and sensors into the OSSIM database.
View and change the Priority and Reliability of all Plugins.
View the Correlation between Plugins.
Add and modify the RRD Configuration of Threshold, Priority, Alpha, Beta and
Persistence.
Add and delete Host Scans for NMAP and Nessus.
Change the Riskmeter Recovery Level and Threshold and Graph.

6. Tools — provide:
- Scan tool that allows you to scan a group of IP addresses.
Backlog Alert viewer.
OSSIM Rule Viewer.
Backup or restore databases.

OSSIM Console Configuration Version 0.9.7 8



3.3.

Contral Panel

Control Panel

Control Panel

Metrics larms Alerts Vulnerabhilities Anomalies
+ Time Scale - # + ACID Console + Last Scan + RRD Anomalies
. + Last Day + Rigk + llpdate Scan + Host
Flgurez + Last Week + Since + Hosts + What
+ Last Month + Last + Networks + When
+ Last Year + Source + Mot Acked Count
+ Global Metrics + Destination (hrs)
+ RIsk Meter + Action +  Ower Threshald
« Service Level (absolute)
+ Ack
+ Delete
I I + 035 Changes
Global Hosts Network + Host
+ Comprimise ¢ Cornprimise + Comprimise DB
* Global Score + Global Score * Global Score + Previous 05
+ hlax C Data + Max C Data + Max C Data + When
o MaxC + MaxC o MaxC v Ack
+ CumentC + CumentC + CumentC *+ lgnore
+ Attack s Attack + Attack * MAC Changes
+ Global Score + Global Score + Global Score + Host
+ Max A Data + Max A Data + Max A Data * Ma:_
. Max A . Max A . Max A +  Previous Mac
+ Current A + Current A + Current A » When
+ Ack
+ Ignore

Ietrics

Alarms |

‘ Alerts

Wulnerabilities

Anomalies

The main function of the Control Panel is to provide the ability to oe®rall Metrics, Alarms,
Alerts, Vulnerabilities and Anomalies.

3.3.1. Metrics

Metrics provides a Global view of Compromises and Attacks grouped byl|Giobaning all), by
Network and by Hosts. It provides the ability to look at Compromises #adk& by various time
scales: Last Day, Last Week, Last Month and Last Year.

3.3.2. Alarms

Alarms provide the list of all Alarms and the ability to Acknowledgear) the Alarm. Alarms
are Alerts that are correlated with Directives thus eliminating Falsgies.

3.3.3. Alerts
Alerts provide access to the ACID Console to display stored Detector and Monitis: Aler

3.3.4. Vulnerabilities
Vulnerabilities are the access point to the Nessus scans.

3.3.5. Anomalies

Anomalies provide RRD Console access, which are RRD Anomalies. NTomegsesund Robin
Database (RRD) Tool to collect and store packet data in asi@mes format. OSSIM applies
Rules to the RRDTool data to determine RRD Anomalies. Theses Rudeconfigured under
Configuration RRD Config. Network card MAC address changes and Operating Syo@m (
changes are shown here too.

OSSIM Console Configuration Version 0.9.7 9



3.4. Policy

oley ] I I | I I ] |
Puolicy | | Hosts ‘ ‘ Metworks ‘ ‘ Sensors | | Signatures | | Rpgi';?;.?ﬁy | | Ports
Policy I I [ I I | I
Policy losts Networks Sensors Signatures Priority & Ports
. + Source + Hostname + Met I + Name Reliability + Port Group
FIQUF93 + Dest - * Ips * Hostname + Signatures i + Pors
+ Priority + NAT + Agget * Priority + Description + Name + Description
+ Port Group + Agset + Threshold C + Port + Action + Type + Action
+ Sig Group + Threshold C + Threshold A + Active + Description +  Modify
+ Sensors + Threshold & + Sensors * fes + Delete
+ Time Range + Sensors + Messus Scan ¢ No
+ Description + Scan type + Enabled + Description
+ Action + Description + Disabled + Action
+ Action + Description «  Modify
+  Modify + Action ¢ Delete
+ Delete + Modify
+ Delete
Insert Hew
Policy
+ Source
+ Host Insert New Insert New Insert New Insert New Insert New Port Insert New Po
« Met Host Network Sensor Signature Group + Port Mumber
+ Dest + Hostname + Name + Hostname + Mame + Marme + Protocol
+ Host - * IS - + Signature + Ports + UDP
« Met + Asgset ([0-5) * Priority (1-5) + Priority (1-10) + Description + 065301 + TCP
+ Pons + Threshald C + Threshald C + Port + TCP + Description
+ Priotity + Threshold A + Threshold A + Description + UDP
+ Signatures + NAT * Sensors + ICMP
+ Sensors + Sensors + Scan Options + Description
+ Titrie Range + Scan Options + Enable
(week) + Enable Messus
+ Begin MNessus Scan
+« End Scan + Description
+ Description * Description

The main function of the Policy panel is to provide the ability to configmee tune OSSIM. It
allows you to:
Add, modify and delete Policies, Hosts, Networks, Sensors, Signatures,aRdriPort
Groups.
Display lists of Policies, Hosts, Networks, Sensors and Ports.
Access the details by Hosts, Networks.

3.4.1. Policy

Here you can add, delete or modify a policy. Policies can be retamuytSource, Destination,
Sensor, Signatures, Ports or Time Range.

3.4.2. Hosts

Here you can add, delete or modify any Hosts. Hosts can be setup smsNesl NMAP scans
and what RRD Profile is to be used for this Host.

3.4.3. Networks

Here you can add, delete or modify any Network. Networks can be addegt@geof IP's; for
example 192.168.1.0/24 adds all the Hosts on this network group. Nessus scals® dan a
enabled for all the Hosts on this Network. An individual IP addressatso be added usually
done to provide remote IDS monitoring. In this case additional Sensolsecdded to the Hosts
or network devices (routers/firewalls) to provide local collectioAlefts and can be passed back
to the OSSIM system.

OSSIM Console Configuration Version 0.9.7 10



3.4.4. Sensors
Here you can add, modify or delete Sensors. OSSIM on a computer is considered a Sensor.

3.4.5. Signatures

A Signature is a group of Rules and any Rule can be associated Sighadure. A Signature is
used to determine an Attack.

3.4.6. Priority & Reliability

Here you can adjust the Priority and Reliability for each event gedkeby any given Plugin or
Generator.

3.4.7. Ports

Here you can modify the current Ports that are assigned to a Por.G8etting UDP and TCP to
zero selects all ports. A new Port Group can be setup to monitor certain UDP or TCP ports

OSSIM Console Configuration Version 0.9.7 11



3.5. Reports

Incidents

Reports l I
Host Report Security Report
Reports
Host ReEOI"t Security Report
. +  Inventory +  Top Attacked Hosts
FIQUI'E 4 +  Metrics +  Top Attacker Hosts
+«  Alarms +  Top Alerts Received
+  Source or Dest +  Top Alerts by Risk
*+  Source +  Top Destination Paorts
+  Destination +  Top Awailability
o Alerts o Al
. Main

The Reports tab provides basically three types of reports: Host, Security and Incidents.

3.5.1. Host Report

. Sre Unigue alerts
* Dst Unigue alerts
e Yulnerabilites
+ Yulnmeter
. Security
Problems
+  Usage
+  Anomalies

Filter
+ Type
+ Al
+ Alam
+ Metric
+ Title
+ In Charge
+ Status
+ Al
+ Opened
+ Closed
+ Priority
+ Al
+ High
+ Medium
+ Low
+ Filter
« QK

A report on Hosts that include reports from Nessus and Snort. From thisebost it is expected
that you fix the security holes that are reported and thename with Nessus to update the report.

3.5.2. Security Report

Is a report of the top attacked Hosts, top attackers, top Alert&\amilébility. This is a very good
overall report on your Attackers and most vulnerable Hosts.

3.5.3. Incidents

Are like trouble tickets that are generated by OSSIM that require a respongerar act

OSSIM Console Configuration

Version 0.9.7
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3.6. Monitors

Manitors I I I I 1
Session ‘ ‘ Metwork | ‘ Auailability ‘ ‘ Riskmeter
| | | |
Monitors Session Network Availability Riskmeter
- + Sensor + Sensor + DpenMh3 + Global
* Active TCF + Global Protocals + Networks
Figure 5 Sessions (NTop) + Senices + Hosts
+ Client + By host: Total « Al Above by
+ Server + By host: Sent + Last Day
+ Data Sent + By host: Recy + Last Week
+ Data Rovd + Senice + Last Manth
+ Active Since statistic + Last Year
+ Last Seen + By client- + Al Above Show
+ Dwratian SErver + Compromise
+ Inactive + Throughput + Aftack
+ Latency + By host: Total
+ By host: Sent

+ By host: Recy
« Total (Graph)
+ Matrix
+ Data Matrix
« Time Matrix
¢ Gateways, WLANs
+ Gateways
+ WLANS
¢ 0S5 and Users
+ Dormains

Monitors provide reatime monitoring.

3.6.1. Session & Network
Are the reports provided by NTop which displays all network traffic intiesd.

3.6.2. Availability

Is a link to the OpenNMS Console. OpenNMS provides availability and onmgtstatistics on
Hosts.

3.6.3. Riskmeter
Is OSSIM's calculated Risk by Global, Networks and Hosts.

OSSIM Console Configuration Version 0.9.7 13



3.7.

Configuration

Configuration

Configuration
Figure 6

Iain | | Users | | Directives | ‘ Correlation ‘ ‘ RRD Config ‘ | Host Scan | | Riskmeter
I I I I [
Main Users Directives Editor Modify RRD Correlation (Plugin Insert New Host RlskMeter
Configuration + Login * Directives Config Reference) Scan Configuration
+ Heload semar + Mame + 0 + Global + Plugin id Configuration + Recovery level
structures « Password * Mame s Attribute + Plugin sid ¢ HostIP « Default threshald
+ RELOAD . Actions . Edit + Threshold + Reference id « Plugin id « Graph default
ALL + Change +  Priority # +  Priority + Reference sid + NMAP threshold
« Reload Password + Reliability # +  Alpha « MNessus « Left Bar length
policies « Update + Beta + Right Bar length
+ Reload + Delete + Persistence
hosts * IngertIP
+ Reload nets | +  Aftribute
* Reload Insert New User . Thre;huld
Sensors “ Userlogn +  Priority
« User full name * Alpha
+ Enter passwaord : Eeta_
+ Persistence

+ Re-enter
password
¢ Allowed nets

e

Control Panel
+ Metrics

+ Alarms

+ Alerts

+ Wulnerahilities
+ Anomalies

Policy

+ Palicy

+ Hosts

+ Networks

+ Sensors

+ Policy &
Signatures

=+ Priority &
Reliability

+ Pors

Reports

+ HostReport
+ SecurityReport
+ Incidents

Monitars
+ Session
+ Metwork
+ Ayailability
+ Riskmeter

This is the main Configuration panel for OSSIM.

3.7.1. Main

Provides the ability to reload any changes you have made.

3.7.2. Users

Add, Delete Modify users. Users can be granted a granularity adsac@dis provides the ability
to add Users who are only allowed to view reports and do not have thg tbiinodify or takc
action on alerts.

3.7.3. Directives

Here you can edit the OSSIM Directives.
Priority & Reliability of these Directives can also be modified from this panel.

3.7.4. Correlation
View the correlation of Plugins between Snort and Nessus.

Configuration

+ Users

« Directives
+ Correlation
« RRD Canfig
+ Host Scan
+ Riskmeter

Main

Toals
+ Scan
+ Backlog
+ RuleViewer
+ Backup

Directives provide [ative between Rules. The

OSSIM Console Configuration

Version 0.9.7
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3.7.5. RRD Config

See Appendix 3 RRD Attributes

Configure or modify the RRD Attributes. A time series is adiaenount of time where packets
with certain parameters log data to a Round Robin Database (RRRL). Attributes are used by
RRDTool to log time series network packet information. NTop doesbthi©DOSSIM correlates

RRD Anomalies with Snort Rules.

Here are the parameters that can be modified.
- Threshold: Absolute value above which is being alerted.
Priority: Resulting impact if threshold is being exceeded.
Alpha: Intercept adaptation parameter.
Beta: Slope adaptation parameter.
Persistence: How long has this event to last before we alert. (20 minutes)

3.7.6. Host Scan
Add or delete a Host to be scanned by Nessus or NMAP.

3.7.7. Riskmeter
Configure the look of the Riskmeter graph.

OSSIM Console Configuration Version 0.9.7 15



3.8. Tools

Tools | 1 I |
Scan Backlog Rule “iewer Backup
Tools Scan Backlog Rule Vlewer Backup
+ Update Scan =i = List of rules Manager
+ |P Range + Date + Dates to
Figure 7 + Delete Scan + Directive Restare
« Scan List « Matched + Inser
+ Host + Delete + Delete
«  Active « Dates in
+  Action Database
+  |nzert
« [Delete
Backup Events
+ |ser
+ Date
« Action
+ DStatus
+ Parcent

The Tools menu consists of a set of tools that provide Scan, Backlog, Rule Viewer and Backup.

3.8.1. Scan

Provides the ability to Scan a group of IP addresses. This is vdty uséinding and adding
Hosts. Once scanned the Hosts can be added to OSSIM. Setup Nessus scans.

3.8.2. Backlog

View Backlog of Alarms. Alarms can be sorted by ID, Date, Divecor Deleted. Backlog is
Incidents that have been Closed or Deleted.

3.8.3. Rule Viewer
Provides the ability to view Snort Rules.

3.8.4. Backup

Backup or load a particular Snort database. Here you can add an adiabdse which has
been previously archived by the script backupdb.pl. This script was addedstthétiled tasks
(crontab-e) during the installation and was set to run once every day.

OSSIM Console Configuration Version 0.9.7 16



4. Configuring OSSIM

The best source to learn how to initially configure OSSIM is tothisdJsers Manual by Kevin
Milne. This will configure OSSIM as one Sensor monitoring any Hosts on specified Networks

In a more complex environment, additional Sensors and Plugins can be adaststand devices
(routers and firewalls) to monitor an enterprise.

Additionally, the OSSIM database or ACID database can be located on another system.

5. Using OSSIM

OSSIM is a comprehensive collection of many tools that can allcbessed independently.
What OSSIM provides is:

The correlation of different rules,

Access of all the underlying tools,

An overall view of Attacks and Compromises, and
The generation of Incidents.

OSSIM Console Configuration Version 0.9.7 17



6. Glossary
Term Association Description

ACID Alerts A front-end webbased console to display results from
Snort or other Generators.

Alarms OSSIM, Snort| Are Alerts that exceed a threshold. In OSSIM usually
correlated with other Alerts with the OSSIM Directives.

Alerts OSSIM, Snort| Any sort of activity by an intruder that matches a Rule.

Alpha (RRD) NTop Intercept adaptation parameter.

Anomalies OSSIM, A series of events over time that predict a pattern that is

Snort, RRD | usually different from normal activities.

Arpwatch Network Arpwatch is a tool that monitors Ethernet activity and
keeps a database of Ethernet/IP address pairings.

Asset (Value) OSSIM A Value between 0 (lowest) to 5 (highest) of a Host. This
will be taken into account when OSSIM ranks Attacks and
Compromises.

Attack OSSIM, Snort| An electronic attack of a computer or network by|an
outside source. Attacks are attempts to breach computers
and networks to obtain information about your netwarks
and computers or to cause malicious damage by placing
virus type software on your computers to disrupt |the
operation of your networks and computers.

Availability OpenNMS Percent of time that a Host or Network was available to
applications and users.

Backlog OSSIM Previous Alarms.

Beta (RRD) NTop Slope adaptation parameter.

CALM OSSIM Compromise and Attack Level Monitor (CALM) is an
assessment that uses event accumulation with recpvery
over time. Its input is a high volume of events and its
output is a single indicator of the general state of security.

Compromise OSSIM A Host's security level has been Compromised by an
Attack.

OSSIM Console Configuration Version 0.9.7 18



Term Association Description

Correlation OSSIM Correlation means the ability to view all events
in all systems in one place and in the same
format, and from this privileged vantage point
compare and process the information, thereby
allowing us to improve detection capabilities,
prioritize events according to the context in
which they occurred, and monitor the security
situation of our network.

Destination OSSIM, Snort| A network IP address and port that an attack is made pn or
information is sent to.

Detector Rules OSSIM Detector Rules are those received automatically from the
agent as they are recorded. This includes Snort, Spade,
Apache, etc.

Detectors A program that processes information in rale.

Directives OSSIM OSSIM uses Directives to correlate Alerts, Attacks and
Compromises between various Alerts from Snort, Nessus
and NTop.

External Network | Snort, NTop | Usually the Internet.

False Negatives | Snort Alerts that are attacks that go unnoticed.

False Positives Snort Alerts that actually do not correspond to real attacks.

Gamma (RRD) NTop Seasonal adaptation parameter.

Global OSSIM Usually the whole network and systems that OSSIM is
monitoring.

HIDS Osiris Hostbased Intrusion Detection System (HIDS) usually
monitors applications and operating systems (locally) on a
computer.

Home Network Snort Your internal network which you are trying to protect.

Host OSSIM A computer that is added to OSSIM.

Host Report OSSIM A report provided by OSSIM that includes information and
consolidation of reports from SNORT/ACID and Nessus.

ICMP Network Internet Control Message Protocol (ICMP) usually used to

ping a computer to see if a particular network interfac
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Term Association Description
port is active. NMAP uses ICMP.

IDS IDS Intrusion Detection System, like OSSIM.

Immediate Risk | OSSIM Usually realtime risks.

Incident OSSIM An Attack or Compromise that requires a respons¢ or
resolution. Like a trouble ticket generated by OSSIM.

Intrinsic Risk OSSIM Measurement of the potential risk.

MAC Network A unique number of a network card.

Monitor Rules NTop Rules are redime Monitoring Rules and are related |to
NTop.

NAT Network Network Address Translation (NAT) is the mapping af a
Home Network mapped to an External Network.

Nessus Scan Software that scans a computer and provides a report that
includes system information and potential system
vulnerabilities.

NIDS IDS Networkbased Intrusion Detection System, like OSSIM,
monitors network traffic as it flows between computers and
networks.

NMAP Scan Program that scans a computer to identify active and ppen
ports.

OpenNMS Monitor Software that monitors computers and reports uptime| and
availability of hardware and software components.

(ON Hosts Operating System

Osiris HIDS Hostbased Intrusion Detection System (HIDS)

OSSIM Rule OSSIM A rule that is correlated with other sensors and rules to
determine an attack or compromise.

Persistence (RRD) NTop The length of time of an Event.

Plugin OSSIM Software that provides monitoring and reports information
back to a host program. Or a program that exegutes
commands received from a host program.

Plugin ID OSSIM, Snort| A unique identifier that corresponds with that program or

entity that may generate events. In Snort, any €
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Term Association Description
generator.

Plugin SID OSSIM, Snort| A unique identifier for each event that could be generated
by any given Plugin (ID). For Snort's detection engjne,
individual Rules are also referenced as Plugin SIDs.

Policies OSSIM A group of rules that defines what action is to be taken

Policy OSSIM A rule that defines what action is to be taken.

Port Network A unique number on a network adapter that a service| will
run on to communicate with either internal or external
programs. Ports can be internal to a computer or extgrnal
to other computers.

Port Group Network A group of Ports typically defined for the same purpose.
Preprocessors Snort A program that processes network packets prior to being
sent to Snort, like Spade.

Priority OSSIM The importance of the Network or Host from 1 to 5 with 5
being the highest priority.

Protocol Network Network protocol, TCP, UDP, ICMP.

Reference ID OSSIM A unique ID number that identifies a Rule.

Reference SID Snort A Snort Rule (identified by the SID number) that is used as
the reference for correlating attacks with other rules.

Reliability OSSIM The level of certainty of a detector when it receives a
warning of a possible event.

Reload OSSIM Reloads the parameters and databases with the new values.

Risk Assessment | OSSIM The evaluation of an event in relation to its associated risk
and the probability that it is real.

Riskmeter OSSIM Graphical indication of Compromises and Attacks| of
Global (overall), Networks or Hosts.

RRD NTop, Round Robin Database (RRD) is network packet gata

OSSIM collected in a time series database by NTop.
Rule Snort, Nessus| A rule used by Snort or Nessus.
Rule Viewer OSSIM An OSSIM component that allows you to view a Rule |

OSSIM Console Configuration

Version 0.9.7

21



Term Association Description
lists the Rule characteristics.

Scan Nessus Scanning of Networks or Hosts for computers done by
Nessus providing a Vulnerability Report (see Vulnmeter).

Security Report | OSSIM A summary report of Attacked Hosts, Attackers, Alerts
Received and by Risk, Destination Ports and Availability.

Sensitivity OSSIM Capability of a detector with extensive and complex
analysis of identifying possible attacks.

Sensor OSSIM Software either on the OSSIM system or on another Host
or other node like a router that provides intrusion detection,
anomaly detection or real time monitoring.

Session NTop NTop activity.

Signature Snort An algorithm that defines a type of attack. This Signature
is used to identify attacks and type.

Signature Group | Snort A group of Signatures.

Snort Snort Networkbased Intrusion Detection System.

Source OSSIM, Snort| The Source (network IP address and computer) of an
Attack.

Spade Snort Statistical Packet Anomaly Detection Engine (SPADE) jis a
preprocessor for Snort that detects general packet
anomalies.

TCP Network Transmission Control Protocol (TCP) network protocal is
used for connecticoriented and reliable data transfer
from source to destination. Most commonly used network
protocol.

Threshold OSSIM A number that when exceeded will create an alternative
action. Thresholds in OSSIM are varied depending on the
threshold within each component.

UDP Network User Datagram Protocol (UDP) network protocol is used
for connectionless data transfer.

Usage NTop Provides a summary report of Traffic, Protocols and Rorts
of a Host.

Vulnerabilities Nessus Report by Nessus of the security vulnerabilities of a Host.
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Term

Association

Description

Vulnmeter

Nessus

Nessus scan results.
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7. Appendixes

7.1. Appendix 1 - Signatures
Signatures in Snort.

Signatures
attack-responses | fwl-reject policy virus
backdoor icmp pop2 web-attacks
bad-traffic icmp-info pop3 web-cgi
chat imap porn web-client
ddos info rpc web-coldfusion
deleted local rservices | web-frontpage
dns misc scan web-iis
dos multimedia | shellcode web-misc
experimental mysq! smtp web-php
exploit netbios snmp x11
finger nntp spade
ftp oracle sql
fwl-accept other-ids telnet
fwl-drop p2p tftp

Non-official bleeding Snort Signatures:
bleeding.rules.
bleedingmalware.rules.
bleedingvirus.rules.
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71.2.

Appendix 2 - Directives

Directives are used by OSSIM to correlate various Rules to create Alarms.

Directives

Id Name

Id Name

Id Name

1 Possible intrusion

24032 Possible Bunker-Hill trojan

24073 Possible CDK Trojan

2 Possible Trojan

24033 Possible Taskman trojan

24074 Possible SniperNet trojan

3 Web attack

24034 Possible Eclypse trojan

24075 Possible DP trojan

4 Possible Worm

24035 Possible Enterprise trojan

24076 Possible GayOL trojan

5 Possible Plague

24036 Possible Storm backdoor

24077 Possible AimSpy trojan

6 Peer anomaly. Worm ? P2P ?

24037 Possible Prosiak trojan

24078 Possible Dark Shadow trojan

7 Strange host behaviour

24038 Possible Exploiter exploit

24079 Possible Direct Connection trojan

8 Strange global behaviour

24039 Possible NetRaider trojan

24080 Possible Bowl trojan

9 Compromised host compromising other host

24040 Sockets des Troie trojan

24081 Possible Le Guardien trojan

10 Possible Worm port 80

24041 Possible Death trojan

24082 Possible Vampire trojan

24001 Possible Doly Trojan

24042 Possible Senna Spy FTP Server exploit

24083 Possible Jade trojan

24002 Possible SubSeven Trojan

24043 Possible Shaft trojan

24084 Possible Remote Storm trojan

24003 Possible GateCrasher Trojan

24044 Agent 40421 backdoor

24085 Possible Multidropper trojan

24004 Possible DoomJuice Trojan

24045 Possible DRAT backdoor

24086 Possible BLA Trojan

24005 Possible Netbus Trojan

24046 Possible DMSetup trojan

24087 Possible Rasmin trojan

24006 Possible DeepThroat Trojan

24047 Possible RemoConChubo trojan

24088 Possible MiniCommand trojan

24007 Possible Dagger Trojan

24048 Possible ProMail trojan

24089 Possible The Thief trojan

24008 Possible Infector Trojan

24049 Possible Happy99 backdoor

24090 Possible Xtreme trojan

24009 Possible HackAttack Trojan

24050 Possible Tiny Telnet Server

24091 Possible Orion backdoor

24010 Possible Girlfriendaccess Trojan

24051 Possible | love You virus

24092 Possible Kaos trojan

24011 Possible WinHole backdoor

24052 Possible Matrix Trojan

24093 Possible VooDoo Doll trojan

24012 Possible Remote Administrator Tool

24053 Possible CDK trojan

24094 Possible Scarab trojan

24013 Possible Contact trojan

24054 Possible CGI Backdoor

24095 Possible Project nEXT trojan

24014 Possible NetSphere Trojan

24055 Possible Hidden Port trojan

24096 Possible PhaseZero Trojan

24015 Possible Terror Trojan

24056 Possible Kazimas trojan

24097 Possible NETrojan trojan

24016 Possible PC Crasher trojan

24057 Possible God Message worm

24098 Possible Millenium Worm

24017 Possible Bad Blood trojan

24058 Possible Net Controller trojan

24099 Possible Trinoo trojan

24018 Possible NetMonitor trojan

24059 Possible Farnaz trojan

24100 Possible SpySender trojan

24019 Possible Glacier trojan

24060 Possible Chode trojan

24101 Possible wOOw0O0 Trojan

24020 Possible Portal of Doom trojan

24061 Possible NetTaxi trojan

24102 Possible HidePark Trojan

24021 Possible InCommand trojan

24062 Possible WinCrash Trojan

24103 Possible HideSource Trojan

24022 Possible Host Control trojan

24063 Possible A-Trojan

24104 Possible Hack-a-tack Trojan

24023 Possible PC Invader backdoor

24064 Possible Backage trojan

24105 Possible Fragroute Trojan

24024 Net Demon backdoor

24065 Possible Breach trojan

24106 Possible win-trin00 Trojan

24025 Possible SubZero backdoor

24066 Possible TCP Wrappers trojan

24107 Possible Trinity Trojan

24026 Possible CrazzyNet trojan

24067 Possible Hackers Paradise trojan

24108 Possible Remote PC Trojan

24027 Possible Chupacabra trojan

24068 Possible RPC Backdoor

24109 Possible Typot Trojan

24028 Possible Moonpie backdoor

24069 Possible Fatal Connections trojan

24029 Possible BackConstruction Trojan

24070 Possible Net666 trojan

24030 Possible NetMetro Trojan

24071 Possible 711 trojan

24031 Possible Back Orifice 2000 backdoor

24072 Possible Secret Service trojan
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7.3. Appendix 3 - RRD Attributes

RRD Attributes are used by RRDTool to log time series network patdioemation. NTop does
this but OSSIM correlates RRD Anomalies with Snort Rules.

RRD Attributes
activeHostSendersNum IP_SSHBytes
arpRarpBytes IP_TelnetBytes
broadcastPkts IP_WinMXBytes
ethernetBytes IP_X11Bytes
ethernetPkts knownHostsNum
fragmentedIpBytes mail_sessions
icmpBytes multicastPkts
igmpBytes nb_sessions
ipBytes otherBytes
ipv6Bytes otherlpBytes
ipxBytes stpBytes
IP_DHCP-BOOTPBytes synPktsRevd
IP_DNSBytes synPktsSent
IP_eDonkeyBytes tcpBytes
IP_FTPBytes totContactedRcvdPeers
IP_GnutellaBytes totContactedSentPeers
IP_HTTPBytes udpBytes
IP_KazaaBytes upTo1024Pkts
IP_MailBytes upTo128Pkts
IP_MessengerBytes upTo1518Pkts
IP_NBios-IPBytes upTo256Pkts
IP_NFSBytes upTo512Pkts
IP_NNTPBytes upTo64Pkts
IP_SNMPBytes web_sessions
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7.4. Appendix 4 — Plugin IDs
Here is a listing of all currently supported Plugin IDs.

Priority and Reliability Detectors

Id Name Type Description
1001snort Detector (1) Snort Rules
1002|snort_tag Detector (1) Snort Tagging
1100|spp_portscan Detector (1) Portscanl
1101spp_minfrag Detector (1) Minfrag
1102|http_decode Detector (1) HTTP decode %2
1103|spp_defrag Detector (1) First defragmenter
1104|spp_anomsensor Detector (1) SPADE
1105|spp_bo Detector (1) Back Orifice
1106|spp_rpc_decode Detector (1) RPC Preprocessor
1107|spp_stream?2 Detector (1) 2nd stream preprocessor
1108|spp_stream3 Detector (1) 3rd stream preprocessor
1109|spp_telnet Detector (1)  [Telnet option decoder
1110|spp_unidecode Detector (1) Unicode decoder
1111|spp_stream4 Detector (1) Stream4 preprocessor
1112|spp_arpspoof Detector (1)  |Arp Spoof detector
1113|spp_frag2 Detector (1) 2nd fragment preprocessor
1114|spp_fnord Detector (1) NOP detector
1115|spp_asnl Detector (1)  |ASN.1 Validator
1116|snort_decoder Detector (1) Snort Internal Decoder
1117|spp_portscan2 Detector (1) Portscan2
1118|spp_conversation Detector (1) Conversation
1119|spp_tba Detector (1) TBA
1120|spp_tha2 Detector (1) TBA
1121ispp_snmp Detector (1) SNMP decoder
1501japache Detector (1) Apache
1502jiis Detector (1) IS
1503jiptables Detector (1) Iptables
1504jfwl Detector (1) FW1
1506(realsecure Detector (1) Real Secure
1507|rrd_threshold Detector (1) RRD Threshold
1508|rrd_anomaly Detector (1) RRD Anomaly
1509|threshold Detector (1) Threshold exceeded
1510|cisco Detector (1) Cisco router
1511|pOf Detector (1) Passive OS fingerprinting tool
1512jarpwatch Detector (1) Ethernet/FDDI station monitor daemon
3001jnessus Other (3) Nessus
3002|nmap Other (3) Nmap
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7.5.

Here are a few screenshots of OSSIM. Hopefully this will pro@deetter perspective of the

features of OSSIM.

Appendix 5 - Screenshots

ayer
. " Source Dest. . .
|| ID Signature Timestamp Address Address Asst-<Prio-=Risk-<Rel Pr:to
#0-(13-15894744) [cve][icat][arachNIDS][snort] 2004-08-31 192.168.2.1 192.168.2.203 ICMP
|_ ICMP redirect host 11:56:04
#1-(13-15894743)  url[snort] BLEEDING-EDGE F2P 2004-08-31 . :BBBE  192.168.2.203:63401 TCR
- ed2k file request answer 11:56:03
#2-(13-15894724) [cve][icat][arachNIDS][snort] 2004-08-31 192.168.2.1 192.168.2.203 2 1 0 1 ICMP
|_ ICMP redirect host 11:56:01
#3-(13-15894742) [snort] Spade: Mon-live dest used 2004-08-31 192.168.2.203:21183 2= 7854 2 1 0 1 UDP
- 11:56:00
#4-(13-15894741)  [snort] Spade: Mon-live dest used 2004-08-31 192.168.2.203:21183 @8 =10202 2 1 0 1 UDP
I 11:56:00
#5-(13-15894740)  [snort] Spade: Mon-live dest used 2004-08-31 192.168.2.203:21183 2 7830 2 1 0 1 UDP
- 11:56:00
#6-(13-15894739)  [snort] Spade: Mon-live dest used 2004-08-31 192.168.2.203:21183 O 78s4 2 1 0 1 UDP
r 11:56:00
#7-(13-15894738)  [snort] Spade: Mon-live dest used 2004-08-31 192.168.2.203:21183 o202 2 1 0 1 UDP
- 11:56:00
#8-(13-15894737) [snort] Spade: Mon-live dest used 2004-08-31 192.168.2.203:21183 =& 830 2 1 0 1 UDP
I 11:56:00
#9-(13-15894736) [snort] Spade: Rare but open dest 2004-08-31 192.168.2.203:21183 7854 2 3 1 1 UDP
r port used 11:56:00
[snort] Spade: Rare but open dest 2004-08-31 192.168.2.203:21183 ZTmoom= TEs40 2 3 1 1 UDP
[~ #10-(13-15894735) port used 11:56:00
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7.5.2. ACID Detail

o | e

Triggered Signature

|13 - 15894743 |2004-US-31 11:56:03 |ur|[snort] BLEEDING-EDGE PZP edZk file request answer

name interface | filter

|192.168.2.1?5 | ethd | none

Alert none
Gruup

TP O | T T 0

|19216322u3| 4 | 5

| o || 13z 51753 O

| o ||111 | sss3s

FQDN

Source Name Dest. Name

p83.129.69.1?1.t|sd|p.tlsca|l.de | Uinable to resolve address

source

port

dest
port

=

==
= un
= =€

:l.'-'l

e
un

aaaﬁ ﬁ34ﬂ1 x x 1569411353 [3375174684 | 5 ‘ 32550 | 0 | ses1s

length = 432
000 : ES $F 00 00 00 53 DC 70 EC DI ZE F% D9 B3 02 D7 .20 % devrnnis,

PRI 010 : BS 73 9B 3 24 16 2c 00 70 €9 GE 65 EF 74 7 73 .5, §.,.pink_toy

EMALLL (020 ; SF 74 G5 69 73 SF 7Z G5 74 61 B3 B¢ SF GG GBF 72 this retail for

050 : GF 77 77 77 ZE b7 GF bC G4 GBS 73 BS GC ZE 74 BF  _www.goldesel, to
040 : 2E 72 61 72 EZ 13 00 00 00 S0 D 7D Ec D9 2E F2 TRL. ... P}
050 : DS EZ 02 D7 BS 7% 9B ©F 24 16 00 00 ..., R
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7.5.3. ACID Search

7.5.4. Alarm Console

20 Passible Worm 2 | 2004-06-17 17:43:39  2004-06-17 17:44:54 7@ DA 137 Ack
21 Possible Worm 2 | 2004-06-17 15:52:39  2004-06-17 15:54:43 | s e w3240 W | s ommii30 Ack
2z Possible Worm 2 | 2004-06-17 15:45:40  2004-06-17 15:46:35  15=wes—=wn:137 3 S : 137 Ack
23 Possible Worm 2 | 2004-06-17 13:25:18  2004-06-17 13:27:56  s=—wsee o137 —— L Ack
24 Possible Worm 2 2004-06-17 11:56:43  2004-06-17 11:57:45 srta_pepis:4204 ® Kotri:445 3 Ack
25 Possible Worm 2 | 2004-06-17 11:56:42  2004-06-17 11:57:37 srta_pepis:4201 V130 M| Ack
2004-06-16
26 Possible Worm 2004-06-16 11:34:44 | 2004-06-16 11:45:26 infected:46595 (3 Ack
27 Possible Worm 2 | 2004-06-16 09:50:31  2004-06-16 09:51:17 B 136454 O | s 545 50 Ack
28 Possible Worm 2 2004-06-16 09:49:44  2004-06-16 09:50:49 kaneda:3911 9 Ne————=445 Ack
29 Possible Worm 2 2004-06-16 09:49:41  2004-06-16 09:50:41 kaneda:391z W 139 Ack
30 Possible Worm 2 2004-06-16 09:50:10  2004-06-16 09:50:21  mewmm 1235975 0 ) Ack
31 Possible Worm 2 2004-06-16 09:43:41  2004-06-16 09:44:19 infected:35642 O — A Ack
3z Possible Worm 2 | 2004-06-16 09:39:14 2004-06-16 09:40:13 infected:63754 0 Ack
2004-06-15
33 SHELLCODE 86 inc ebx nooP [JER] 2004-06-15 16:18:01  2004-06-15 16:18:01 | w1352 B kaneda:445 3 Ack
2004-06-10
34 sHELLCODE %86 inc ebx NooP [JER] 2004-06-10 13:58:18  2004-06-10 13:58:18 mee=——n 139 @ W——4E4T Ack
35 SHELLCODE 86 inc ebx NooP [JER 2004-06-10 13:35:27  2004-06-10 13:35:27 kaneda:139 3 Ack
36 Possible Worm port B0 “ 2004-06-10 10:42:17 2004-06-10 11:22:09 infected: 40630 é ——— 1445 Ack
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7.5.5. Directives 1

7.5.6. Directives 2
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7.5.7. Incidents 1

7.5.8. Incidents 2
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7.5.9. Inventory 1
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7.5.10. Inventory 2

7.5.11. Metrics 1
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7.5.12. Metrics 2
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7.5.13. NTop RRD
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7.5.14. NTop Services

7.5.15. NTop Sessions
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7.5.16. Operating Systems
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7.5.17. Riskmeter
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7.5.18. RRD Profile
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7.5.19. Rule Editor

7.5.20. Security Reporting 1
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7.5.21. Security Reporting 2
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7.5.22. Security Reporting 3
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7.5.23. Users

7.5.24. Vulnmeter

OSSIM Console Configuration

Version 0.9.7

44



7.5.25. Worm
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7.6. Appendix 5 — Reference Documents

1. OSSIM — Open Source Security Information Management — General Spstseription —
Version 0.18

2. OSSIM - ROADMAP

3. OSSIM Fast Guide — February 8, 2004

4. A Practice of OSSIM — DCOM Exploit Event Correlation Test
5. OSSIM — Correlation engine explained.

6. OSSIM Usr Manual — Kevin Milne, September 2, 2004

7. Intrusion Detection with Snort — Jack Koziol - SAMS

8. Intrusion Detection with Snort — Advanced IDS Techniques Using Snort, ApsigisOL,
PHP, and ACID — Rafeeq Ur Rehman — Bruce Peren’s Open Source Serices

OSSIM Console Configuration Version 0.9.7 46



7.7. Appendix 6 - GNU Free Documentation License

GNU Free Documentation License
Version 1.2, November 2002

Copyright (C) 2000,2001,2002 Free Software Founda
59 Temple Place, Suite 330, Boston, MA 02111

Everyone is permitted to copy and distribute verba

of this license document, but changing it is not a

0. PREAMBLE

The purpose of this License is to make a manual, te
functional and useful document "free" in the sense
assure everyone the effective freedom to copy and r
with or without modifying it, either commercially or
Secondarily, this License preserves for the author
to get credit for their work, while not being consi

for modifications made by others.

This License is a kind of "copyleft", which means t
works of the document must themselves be free in th
complements the GNU General Public License, which i
license designed for free software.

We have designed this License in order to use it fo
software, because free software needs free document
program should come with manuals providing the same
software does. But this License is not limited to

it can be used for any textual work, regardless of
whether it is published as a printed book. We reco
principally for works whose purpose is instruction

1. APPLICABILITY AND DEFINITIONS
This License applies to any manual or other work, i

contains a notice placed by the copyright holder sa
distributed under the terms of this License. Such

tion, Inc.

- 1307 USA
tim copies
llowed.

xtbook, or other

of freedom: to

edistribute it,
noncommercially.

and publisher a way

dered responsible

hat derivative
e same sense. It
s a copyleft

r manuals for free
ation: a free
freedoms that the
software manuals;
subject matter or
mmend this License
or reference.

n any medium, that
ying it can be
a notice grants a

world - wide, royalty - free license, unlimited in duration, to use that

work under the conditions stated herein. The "Docu
refers to any such manual or work. Any member of t
licensee, and is addressed as "you". You accept th
copy, modify or distribute the work in a way requir
under copyright law.

A "Modified Version" of the Document means any work
Document or a portion of it, either copied verbatim
modifications and/or translated into another langua

A "Secondary Section" is a named appendix or a fron
the Document that deals exclusively with the relati
publishers or authors of the Document to the Docume
(or to related matters) and contains nothing that ¢

ment”, below,
he public is a
e license if you
ing permission

containing the
, or with

ge.

t - matter section of
onship of the

nt's overall subject
ould fall directly
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within that overall subject. (Thus, if the Documen
textbook of mathematics, a Secondary Section may no
mathematics.) The relationship could be a matter o
connection with the subject or with related matters
commercial, philosophical, ethical or political pos
them.

The "Invariant Sections" are certain Secondary Sect
are designated, as being those of Invariant Section
that says that the Document is released under this
section does not fit the above definition of Second
allowed to be designated as Invariant. The Documen
Invariant Sections. If the Document does not ident
Sections then there are none.

The "Cover Texts" are certain short passages of tex
as Front - Cover Texts or Back
the Document is released under this License. A Fro
be at most 5 words, and a Back

A "Transparent" copy of the Document means a machin
represented in a format whose specification is avai
general public, that is suitable for revising the d
straightforwardly with generic text editors or (for

pixels) generic paint programs or (for drawings) so
drawing editor, and that is suitable for input to t

for automatic translation to a variety of formats s

to text formatters. A copy made in an otherwise Tr
format whose markup, or absence of markup, has been
or discourage subsequent modification by readers is
An image format is not Transparent if used for any

of text. A copy that is not "Transparent” is calle

Examples of suitable formats for Transparent copies

ASCII without markup, Texinfo input format, LaTeX i

or XML using a publicly available DTD, and standard

HTML, PostScript or PDF designed for human modifica
transparent image formats include PNG, XCF and JPG.

include proprietary formats that can be read and ed

proprietary word processors, SGML or XML for which

processing tools are not generally available, and t

machine - generated HTML, PostScript or PDF produced by some
processors for output purposes only.

The "Title Page" means, for a printed book, the tit
plus such following pages as are needed to hold, le
this License requires to appear in the title page.
formats which do not have any title page as such, "
the text near the most prominent appearance of the
preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of t
title either is precisely XYZ or contains XYZ in pa

text that translates XYZ in another language. (Her
specific section name mentioned below, such as "Ack
"Dedications"”, "Endorsements”, or "History".) To "

of such a section when you modify the Document mean
section "Entitled XYZ" according to this definition

tisin parta

t explain any
f historical

, or of legal,
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ions whose titles
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License. Ifa

ary then it is not

t may contain zero
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e- readable copy,
lable to the
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images composed of
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ext formatters or
uitable for input
ansparent file
arranged to thwart
not Transparent.
substantial amount
d "Opaque".

include plain
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tion. Examples of
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ited only by
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Title Page" means
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s that it remains a
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The Document may include Warranty Disclaimers next
states that this License applies to the Document.
Disclaimers are considered to be included by refere
License, but only as regards disclaiming warranties
implication that these Warranty Disclaimers may hav
no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any med
commercially or noncommercially, provided that this
copyright notices, and the license notice saying th

to the Document are reproduced in all copies, and t
conditions whatsoever to those of this License. Yo
technical measures to obstruct or control the readi
copying of the copies you make or distribute. Howe
compensation in exchange for copies. If you distri
number of copies you must also follow the condition

You may also lend copies, under the same conditions
you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media t
printed covers) of the Document, numbering more tha
Document's license notice requires Cover Texts, you
copies in covers that carry, clearly and legibly, a
Texts: Front - Cover Texts on the front cover, and Back
the back cover. Both covers must also clearly and
you as the publisher of these copies. The front co
the full title with all words of the title equally

visible. You may add other material on the covers
Copying with changes limited to the covers, as long
the title of the Document and satisfy these conditi

as verbatim copying in other respects.

If the required texts for either cover are too volu
legibly, you should put the first ones listed (as m
reasonably) on the actual cover, and continue the r
pages.

If you publish or distribute Opaque copies of the D
more than 100, you must either include a machine
copy along with each Opaque copy, or state in or wi

a computer - network location from which the general network
- standard network protocols

public has access to download using public

a complete Transparent copy of the Document, free o
If you use the latter option, you must take reasona
when you begin distribution of Opaque copies in qua
that this Transparent copy will remain thus accessi
location until at least one year after the last tim
Opaque copy (directly or through your agents or ret
edition to the public.
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These Warranty
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It is requested, but not required, that you contact
Document well before redistributing any large numbe
them a chance to provide you with an updated versio

4. MODIFICATIONS

You may copy and distribute a Modified Version of t
the conditions of sections 2 and 3 above, provided
the Modified Version under precisely this License,
Version filling the role of the Document, thus lice
and modification of the Modified Version to whoever
of it. In addition, you must do these things in th

A. Use in the Title Page (and on the covers, if any
from that of the Document, and from those of pre
(which should, if there were any, be listed in t
of the Document). You may use the same title as
if the original publisher of that version gives

B. List on the Title Page, as authors, one or more
responsible for authorship of the modifications
Version, together with at least five of the prin
Document (all of its principal authors, if it ha
unless they release you from this requirement.

C. State on the Title page the name of the publishe
Modified Version, as the publisher.

D. Preserve all the copyright notices of the Docume

E. Add an appropriate copyright notice for your mod
adjacent to the other copyright notices.

F. Include, immediately after the copyright notices
giving the public permission to use the Modified
terms of this License, in the form shown in the

G. Preserve in that license notice the full lists o
and required Cover Texts given in the Document's

H. Include an unaltered copy of this License.

|. Preserve the section Entitled "History", Preserv
to it an item stating at least the title, year,
publisher of the Modified Version as given on th
there is no section Entitled "History" in the Do
stating the title, year, authors, and publisher
given on its Title Page, then add an item descri
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in
public access to a Transparent copy of the Docum
the network locations given in the Document for
it was based on. These may be placed in the "Hi
You may omit a network location for a work that
least four years before the Document itself, or
publisher of the version it refers to gives perm

K. For any section Entitled "Acknowledgements" or "
Preserve the Title of the section, and preserve
the substance and tone of each of the contributo
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Docum
unaltered in their text and in their titles. Se
or the equivalent are not considered part of the

M. Delete any section Entitled "Endorsements”. Suc

the authors of the
r of copies, to give
n of the Document.

he Document under
that you release
with the Modified
nsing distribution
possesses a copy
e Modified Version:

) a title distinct
vious versions

he History section
a previous version
permission.
persons or entities
in the Modified
cipal authors of the
s fewer than five),

r of the

nt.
ifications

, a license notice
Version under the
Addendum below.
f Invariant Sections
license notice.

e its Title, and add
new authors, and

e Title Page. If
cument, create one
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previous versions
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was published at
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may not be included in the Modified Version.
N. Do not retitle any existing section to be Entitl

or to conflict in title with any Invariant Secti
O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front
appendices that qualify as Secondary Sections and ¢
copied from the Document, you may at your option de
of these sections as invariant. To do this, add th

list of Invariant Sections in the Modified Version'
These titles must be distinct from any other sectio

You may add a section Entitled "Endorsements”, prov
nothing but endorsements of your Modified Version b
parties--for example, statements of peer review or
been approved by an organization as the authoritati
standard.

You may add a passage of up to five words as a Fron
passage of up to 25 words as a Back
of Cover Texts in the Modified Version. Only one p
Front - Cover Text and one of Back
through arrangements made by) any one entity. Ift
includes a cover text for the same cover, previousl

by arrangement made by the same entity you are acti
you may not add another; but you may replace the ol
permission from the previous publisher that added t

The author(s) and publisher(s) of the Document do n
give permission to use their names for publicity fo
imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents r
License, under the terms defined in section 4 above
versions, provided that you include in the combinat
Invariant Sections of all of the original documents

list them all as Invariant Sections of your combine
license notice, and that you preserve all their War

The combined work need only contain one copy of thi
multiple identical Invariant Sections may be replac
copy. If there are multiple Invariant Sections wit
different contents, make the title of each such sec
adding at the end of it, in parentheses, the name o
author or publisher of that section if known, or el
Make the same adjustment to the section titles in t
Invariant Sections in the license notice of the com

In the combination, you must combine any sections E
in the various original documents, forming one sect
"History"; likewise combine any sections Entitled "
and any sections Entitled "Dedications". You must
Entitled "Endorsements".

ed "Endorsements”
on.

- matter sections or

ontain no material
signate some or all
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s license notice.
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6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Documen
released under this License, and replace the indivi
License in the various documents with a single copy
the collection, provided that you follow the rules
verbatim copying of each of the documents in all ot

You may extract a single document from such a colle
it individually under this License, provided you in
License into the extracted document, and follow thi
other respects regarding verbatim copying of that d

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives wi
and independent documents or works, in or on a volu
distribution medium, is called an "aggregate"” if th
resulting from the compilation is not used to limit

of the compilation's users beyond what the individu
When the Document is included in an aggregate, this
apply to the other works in the aggregate which are
derivative works of the Document.

If the Cover Text requirement of section 3 is appli
copies of the Document, then if the Document is les
the entire aggregate, the Document's Cover Texts ma
covers that bracket the Document within the aggrega
electronic equivalent of covers if the Document is
Otherwise they must appear on printed covers that b
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, s
distribute translations of the Document under the t
Replacing Invariant Sections with translations requ
permission from their copyright holders, but you ma
translations of some or all Invariant Sections in a
original versions of these Invariant Sections. You
translation of this License, and all the license no
Document, and any Warranty Disclaimers, provided th
the original English version of this License and th
of those notices and disclaimers. In case of a dis
the translation and the original version of this Li

or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowled
"Dedications", or "History", the requirement (secti
its Title (section 1) will typically require changi

title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute

t and other documents
dual copies of this
that is included in

of this License for
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as expressly provided for under this License. Any
copy, modify, sublicense or distribute the Document
automatically terminate your rights under this Lice
parties who have received copies, or rights, from y
License will not have their licenses terminated so
parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revis
of the GNU Free Documentation License from time to
versions will be similar in spirit to the present v

differ in detail to address new problems or concern
http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishi

If the Document specifies that a particular numbere
License "or any later version" applies to it, you h
following the terms and conditions either of that s

of any later version that has been published (not a
Free Software Foundation. If the Document does not
number of this License, you may choose any version
as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your document

To use this License in a document you have written,
the License in the document and put the following ¢
license notices just after the title page:

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/o
under the terms of the GNU Free Documentation L
or any later version published by the Free Soft
with no Invariant Sections, no Front

A copy of the license is included in the sectio

Free Documentation License".

If you have Invariant Sections, Front
replace the "with...Texts." line with this:

with the Invariant Sections being LIST THEIR TI

Front - Cover Texts being LIST, and with the Back

If you have Invariant Sections without Cover Texts,
combination of the three, merge those two alternati
situation.

If your document contains nontrivial examples of pr
recommend releasing these examples in parallel unde
free software license, such as the GNU General Publ
to permit their use in free software.

- Cover Texts, and no Back
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